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1 3Com VCX Connect and Ingate

The 3Com® VCX® Connect IP Communications Platform offers an economical
Session Initiation Protocol (SIP) IP telephony and messaging platform. This platform
delivers powerful phone features and supports multimedia communications through
devices, such as SIP-based video phones. The platform supports organizations with up
to 250 phone users.

The platform's practical design and affordability allow businesses to replace antiquated
PBXs with Voice Over IP (VoIP) solutions that

e Handle unified voicemail and email messaging.
e  Support a full range of IP phones.
e Interoperate with the PSTN.

Migration from legacy PBXs to cost-effective IP-based telephony is facilitated by
numerous VoIP gateway options. As well, redundant configuration options help ensure
business continuity even in the event of power or network disruption.

Ingate offers SIParators and Firewalls, an Enterprise level SIP Session Border Controller
(E-SBC) and SIP Security device. A powerful tool that offers enterprises a controlled
and secured migration to VolIP and other live communications, based on SIP. With the
SIParator and Firewall, even the largest of businesses, with branch offices around the
world and remote workers, can easily harness the productivity and cost-saving benefits of
VoIP and other IP-based communications while maintaining current investments in
security technology.

In this application, above and beyond the E-SBC capabilities that the Ingate products
provide, the SIParator and Firewall are providing a number of additional features to
enable SIP Trunking connectivity to the 3Com VCX Connect Business Edition IP-PBX
solution. The Ingate products offer the use of the SIP Trunking Module, where there are
features such as Routing Rules, basic Security Policies, Client/Setver Registrar, B2BUA
capabilities, SIP Protocol ‘Normalization’ and more. These features allow the Ingate to
connect with any I'TSP in a secure and reliable manner.

Main Office

: DNS Server
ITSP

| & ‘ r
) ~Internet AQ-

inGate
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1.1 SIP Trunking Support

In this application, the 3Com VCX Connect IP Communications Platform is the IP-PBX
and SIP Domain Server. It is the call control server processing the phone features and
PBX functionality required for an enterprise. It resides on the private LAN segment of
enterprise, away from the Internet and protected by the Ingate from any attacks.

The Ingate SIParator or Firewall sits on the Enterprise network edge, providing a
security solution for data and SIP communications with E-SBC functionality. It is
responsible for all SIP communications security by providing Policy and Routing Rules
to allow specific SIP traffic intended for the Enterprise.

The Internet Telephony Service Provider can be of any vendor, located anywhere across
the Internet or any remote private networks.

Requirements:
e The Ingate must have the SIP Trunking Module to provide Routing Rules, basic
Security Policies, Client/Setrver Registrar, B2BUA capabilities, SIP Protocol
‘Normalization” and more.

Application Diagram
DNS Server: (if required)
Entry: vex.ingate.com Ingate Firewall: Main Office
Resolves to: Public IP of Ingate Routing Rules (Dial Plan)

Security Policies
Near End NAT Traversal

DNS Server

i

" Internet

T inGate

3Com® VCX® Connect
Domain: vex.ingate.com
VoIP Trunk: Trunk Account

ITSP:
ITSP IP Address or Domain

Look for the 3Com Icon to focus your attention to specific 3Com
VCX Connect setup instructions. These instructions are specific to the Ingate & 3Com
deployment with SIP Trunking.
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2 Ingate Startup Tool

The Ingate Startup Tool is an installation tool for Ingate Firewall® and Ingate
SIParator® products using the Ingate SIP Trunking module or the Remote SIP
Connectivity module, which facilitates the setup of complete SIP trunking solutions or
remote user solutions.

Note: For this solution the Startup Tool does not adequately program everything
necessary for proper integration with the 3Com VCX Connect. There are several manual
steps required for completion.

The Startup Tool is designed to simplify the initial “out of the box”” commissioning and
programming of the Network Topology, SIP Trunk deployments and Remote User
deployments. The tool will automatically configure a user’s Ingate Firewall or SIParator
to work with the IP-PBX, SIP trunking service provider of their choice, and sets up all
the routing needed to enable remote users to access and use the enterprise IP-PBX.
Thanks to detailed interoperability testing, Ingate has been able to create this tool with
pre-configured set ups for several of the leading IP-PBX vendors and I'TSPs.

Download Free of Charge: The Startup Tool is free of charge for all Ingate Firewalls and
SIParators. Get the latest version of the Startup Tool at
http:/ /www.ingate.com/Startup Tool.ph

For more detailed programming instructions consult the Startup Tool — Getting Started
Guide, available here:
http://www.ingate.com/appnotes/Ingate Startup Tool Getting Started Guide.pdf

Make sure that you always have the latest version of the configuration tool as Ingate
continuously adds new vendors once interoperability testing is complete. If you don’t
find your IP-PBX vendor or I'TSP in the lists, please contact Ingate for further
information.

The Startup Tool will install and run on any Windows 2000, Windows XP, Windows
Vista, and Wine on Linux operating systems.

Keep in mind, this Ingate Startup Tool is a commissioning tool, not an alternate
administration tool. This tool is meant to get an “out of the box” Ingate started with a
pre-configured setup, enough to make your first call from IP-PBX to an I'TSP.
Additional programming and administration of this Ingate unit should be done through
the Web Administration.
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3 Connecting the Ingate Firewall/SIParator

From the factory the Ingate Firewall and SIParator does not come preconfigured with an
IP address or Password to administer the unit. Web administration is not possible unless
an IP Address and Password are assigned to the unit via the Startup Tool or Console
port.

The following will describe a process to connect the Ingate unit to the network then have
the Ingate Startup Tool assign an IP Address and Password to the Unit.

Configuration Steps:
1) Connect Power to the Unit.
2) Connect an Ethernet cable to “Eth0”. This Ethernet cable should connect to a

LLAN network. Below are some illustrations of where “Eth0” are located on each
of the Ingate Model types.

Ingate 1190 Firewall and SIParator 19 (Back)

Eth2 Eth1 Etho POWER

el i ol )

RESET
CONSOLE
CONFIG

Ingate 1500/1550/1650 Firewall and SIParator 50/55/65

Ingate Systems
Firewall 1500 — SIParatori 50

— W A )y
ASEONOICIOR

:inGa’re - TTT

Ingate 1900 Firewall and SIParator 90

I
I Firewall 1900 — SiParatori 90

DASROROICION

inCate
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3) The PC/Setver with the Startup Tool should be located on the same LAN
segment/subnet. It is required that the Ingate unit and the Startup Tool are on
the same LAN Subnet to which you are going to assign an IP Address to the
Ingate Unit.

Note: When configuring the unit for the first time, avoid having the Startup
Tool on a PC/Server on a different Subnet, or across a Router, or NAT device,
Tagged VLAN, or VPN Tunnel. Keep the network Simple.

inG ate

Etho | |

ot

1051.77.024 | Directly

Connected
Network

4) Proceed to Section 4: Using the Startup Tool for instructions on using the
Startup Tool.
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4 Using the Startup Tool

There are three main reasons for using the Ingate Startup Tool. First, the “Out of the
Box” configuring the Ingate Unit for the first time. Second, is to change or update an
existing configuration. Third, is to register the unit, install a License Key, and upgrade
the unit to the latest software.

4.1 Configure the Unit for the First Time

From the factory the Ingate Firewall and SIParator does not come preconfigured with an
IP address or Password to administer the unit. Web administration is not possible unless
an IP Address and Password are assigned to the unit via the Startup Tool or Console
port.

In the Startup Tool, when selecting “Configure the unit for the first time”, the Startup
Tool will find the Ingate Unit on the network and assign an IP Address and Password to
the Ingate unit. This procedure only needs to be done ONCE. When completed, the
Ingate unit will have an IP Address and Password assigned.

Note: If the Ingate Unit already has an IP Addressed and Password assigned to it (by
the Startup Tool or Console) proceed directly to Section 4.2: “Change or Update
Configuration”.

Configuration Steps:

1) Launch the Startup Tool.
2) Select the Model type of the Ingate Unit, and then click Next.

I'l:fj Select Product Type E| |§|g|

‘Welcome ko the Ingate Startup tool - this bool will assist vou in setting up your new Ingate unik

| Ethi

Connect your computer to wour Ingate unit like this.

Sekup

Ingate model - Please Select model

SIParator SEE

Firewall 1180/3IParator 18
Firewall 1190)SIParatar 19
Firewall 1450/5IParator 45

Firewall 1500/5IParator 50
Firewall 1550/5IParator 55

3Com VCX Connect Solution — SIP Trunking pg. 6



3) In the “Select first what you would like to do”, select “Configure the unit for the

first time”.

Ingate Startup Tool - Helps configure your Ingate unit

Ingate Startup Tool Yersion
‘fou are running the latest version of this toal,

First select what you would like to do:
(%) Configure the unit For the first time
(3 Change or update configuration of the unit

[ register this unit with Ingate
[JUpgrade this unit

|:| Configure Remote SIP Connectivity
Configure SIP trunking

[Backup the created configuration

[ ¢reate a config without connecting ko a unit

[ This toal remembers passwords

Status

Ingate Startup Tool Version 2.4.0

Startup tool version available on the Ingate web: 2.4.0
‘fou are running the latest version of the Startup toaol,
More information is available here: http: v ingate, comfstartuptoal.php

Help

Assign IP address and password, establish contact

Inside {Interface EthO)
IP Address:

MAC Address:
Select a password
Password:

Confirm Passward:

o .51 . 77,100

00-d0-c3-a2-44-55

EoX)

4) Other Options in the “Select first what you would like to do”,

First select what wou would like bo do:

(%) Configure the urit For the first time
() Change or update configuration of the unit

[ ] Register this unit with Ingate

[ Jupgrade this unit

|:| Configure Remote SIP Conneckivity
Configure SIP trunking
[ ]Backup the created configuration

[]create a config without connecting ko & unit

[ This tool remembers passwords

a. Select “Configure SIP Trunking” if you want the tool to configure SIP
Trunking between the 3Com server and I'TSP.

3Com VCX Connect Solution — SIP Trunking
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b. Select “Register this unit with Ingate” if you want the tool to connect

with www.ingate.com to register the unit. If selected, consult the Startup

Tool — Getting Started Guide.

Select “Upgrade this unit” if you want the tool to connect with

www.ingate.com to download the latest software release and upgrade the

unit. If selected, consult the Startup Tool — Getting Started Guide.

d. Select “Backup the created configuration” if you want the tool to apply
the settings to an Ingate unit and save the config file.

e. Select “Creating a config without connecting to a unit” if you want the
tool to just create a config file.

f.  Select “The tool remembers passwords” if you want the tool to
remember the passwords for the Ingate unit.

o

5) In the “Inside (Interface Eth0)”,
a. Enter the IP Address to be assigned to the Ingate Unit.
b. Enter the MAC Address of the Ingate Unit, this MAC Address will be
used to find the unit on the network. The MAC Address can be found
on a sticker attached to the unit.

Inside (Interface Etha)
IP Address: 10 . 51 . 77 . 100

MAC Address: 00-D0-C9-A2-44-55

6) In the “Select a Password”, enter the Password to be assigned to the Ingate unit.

Select a password

Passwiord: R

Confirm Password; R

7) Once all required values are entered, the “Contact” button will become active.
Press the “Contact” button to have the Startup Tool find the Ingate unit on the
network, assign the IP Address and Password.

Assign IP address and password, establish contact
Inside {Inkerface Ethd)
IP Address: 10 . 51 . 77 . 100

MAC Address: 00-D0-Ca-AZ-44-55

Select a passward

Password: [

Confirm Password: sense

8) Proceed to Section 4.3: Network Topology.
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4.2 Change or Update Configuration

When selecting the “Change or update configuration of the unit” setting in the Startup
Tool the Ingate Unit must have already been assigned an IP Address and Password,
either by the Startup Tool — “Configure the unit for the first time” or via the Console

port.

In the Startup Tool, when selecting “Change or update configuration of the unit”, the
Startup Tool will connect directly with the Ingate Unit on the network with the provided
IP Address and Password. When completed, the Startup Tool will completely overwrite
the existing configuration in the Ingate unit with the new settings.

Note: If the Ingate Unit does not have an IP Addressed and Password assigned to it,
proceed directly to Section 4.1: “Configure the Unit for the First Time”.

Configuration Steps:

1) Launch the Startup Tool.
2) Select the Model type of the Ingate Unit, and then click Next.

{1 Select Product Type

‘Welcome ko the Ingate Startup ool - this ool will assist vou in setting up your new Ingate unit

Setup

Eth0

Connect your computer ko your Ingate unit like this,

Ingate model - Please Select model

ireweall 1190/51Farator 19 v
SIParator SEE
Fireweall 1150/5IParator 18
Firewall 1190/SIParakor 19
Firewall 1450/5IParator 45 e
Firewall 1500/5IParator 50
Firewall 1550/5IParator 55
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3) In the “Select first what you would like to do”, select “Change or update

configuration of the unit”.

Ingate Startup Tool - Helps configure your Ingate unit

Ingate Startup Tool Yersion Help

‘fou are running the lakest version of this koal,

First select what you would like ta da: Establish contact
() Configure the unit For the first time Inside (Interface EthO)
(%) Change or update corfiguration of the unit 1P Address: 10

[CIredgister this unit with Ingate
[ Upgrade this unit Enter the password
Fassword: -
[[] configure Remate SIP Connectivity
Configure SIP trunking
[ Backup the created configuration
[ create a config withaut connecting ko a unit

[ This tool remembers passwords

Status

Ingate Startup Tool Yersion 2,4.0

Startup toal version available on the Ingate web: 2.4.0

‘fou are running the latest version of the Startup toal,

More information is available here: hktp: s, ingate.com/startuptool. php

.51 77 . 100

4) Other Options in the “Select first what you would like to do”,

First select what wou would like to do:
{3 Configure the urit For the first time
(¥ Change or update configuration of the unit

[ ] Register this unit with Ingate
[ Jupgrade this unit

|:| Configure Remote SIP Conneckivity
Configure SIP trunking

[ ]Backup the created configuration

[ ]create a config without connecting ko a unit

[ ]This tool remembers passwords

a. Select “Configure SIP Trunking” if you want the tool to configure SIP

Trunking between the 3Com server and I'TSP.

3Com VCX Connect Solution — SIP Trunking
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b. Select “Register this unit with Ingate” if you want the tool to connect
with www.ingate.com to register the unit. If selected, consult the Startup
Tool — Getting Started Guide.

c. Select “Upgrade this unit” if you want the tool to connect with
www.ingate.com to download the latest software release and upgrade the
unit. If selected, consult the Startup Tool — Getting Started Guide.

d. Select “Backup the created configuration” if you want the tool to apply
the settings to an Ingate unit and save the config file.

e. Select “Creating a config without connecting to a unit” if you want the
tool to just create a config file.

f.  Select “The tool remembers passwords” if you want the tool to
remember the passwords for the Ingate unit.

5) In the “Inside (Interface Eth0)”,
a. Enter the IP Address of the Ingate Unit.

Inside (Inkerface EthO)
IP Address: 10 . 51 . 77 . 100

6) In the “Enter a Password”, enter the Password of the Ingate unit.

Erter the passwiord

Passward: R

7) Once all required values are entered, the “Contact” button will become active.
Press the “Contact” button to have the Startup Tool contact the Ingate unit on
the network.

Establish contact
Inside (Inkerface EthO)
IP Address: 10 . 51 . 77 . 100

Enter the password

Passward: J——

8) Proceed to Section 4.3: Network Topology.
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4.3 Network Topology

The Network Topology is where the IP Addresses, Netmask, Default Gateways, Public
IP Address of NAT ed Firewall, and DNS Servers are assigned to the Ingate unit. The
configuration of the Network Topology is dependent on the deployment (Product) type.
When selected, each type has a unique set of programming and deployment requirements,
be sure to pick the Product Type that matches the network setup requirements.

Ingate Startup Tool

Licenses and Upgrades | Metwork Topology |IP-PB>< ITSP_1 || Upload Configuration

Product Type: Standalone SIParakor hd
Inside (Inkerface Ethl) Internet
IF address: m . 51 . FF . 100
Metmask: 255 . 235 . 255 . 0
Cutside (Interface Ethl) s el
[JUse DHCP to abtain TP Ingais &Farmioy
1P Address: 172 . 51 . 77 . 100 LAN I I
Metmask: 2585 . 285 . 285 . 0
[ allow https access to web interface from Internet
IP-PBX
Gateway: 172 .81 . 77 . 1
DS server
Primary: 4 .2 .2 .2
Secondary: o .0 .0 .0

{Optional)
Status

Ingate Startup Tool VYersion 2.4.0, connected to: Ingate SIParatar 19, 16-092-702-2122-0

YolP Survival

-
WPR B
QoS
Enhanced Security
10 SIP Traversal Licenses
10 SIP User Reqistration Licenses
Software Yersion: 4.6,2|
b

Configuration Steps:

1) In the Product Type drop down list, select the deployment type of the Ingate
Firewall or SIParator.

Product Type: |5tandalone SIParator v

Hint: Match the picture to the network deployment.

2) When selecting the Product Type, the rest of the page will change based on the

type selected. Go to the Sections below to configure the options based on your
choice.
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4.3.1 Product Type: Firewall

When deploying an Ingate Firewall, there is only one way the Firewall can be installed.
The Firewall must be the Default Gateway for the LAN; it is the primary edge device for
all data and voice traffic out of the LAN to the Internet.

Ingate Startup Tool

Licenses and Upgrades | Metwork Topology |IP-PB>< || T3P ” Upload Cnnﬁguratinnl

Product Type: Firewall

I

Inside (Interface EthO)

Internet
1F address: m .85 77 1

Metmask: 255, 255 . 255 . O
Outside {Interface EER1)

[[Juse DHCP to obtain IP
IF Address: Ingate Firewall

12 .23 . 34 . 45

Metmask: P55 . 7S5 . F5S . 0 LAN

[ Aliows hkkps access to weh inkerface From Internet

Gateway: .23 .03 1
IP-PBX

DS server

Primaty: 4 .z .z .1

Secondary: 4 .2 .2 .2
{Optional)
Status

Ingate Startup Tool YWersion 2.4.0, connected to: Ingate Firewall 1190, [G-092-719-5012-4

Remote SIP Conneckivity

WPM

Qo5

Enhanced Security

15 5IP Traversal Licenses

20 51P User Registration Licenses

=

Software Version: 4.6,2

<

Configuration Steps:
1) In Product Type, select “Firewall”.

Product Type:  |Firewall v

2) Define the Inside (Interface EthO) IP Address and Netmask. This is the IP
Address that will be used on the LAN side on the Ingate unit.

Inside (Inkerface EthO)

IP address: m ., 51 ., 7 .01

Metrnask: 55 . 255 . 755 ., 0O

3) Define the Outside (Interface Eth1) IP Address and Netmask. This is the IP
Address that will be used on the Internet (WAN) side on the Ingate unit.
a. A Static IP Address and Netmask can be entered
b. Or select “Use DHCP to obtain IP”, if you want the Ingate Unit to
acquire an IP address dynamically using DCHP.
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4)

5)

0)

Ckside {Interface Ethl)
[]Use DHCF ko obtain TP
IP Address: 12 . 23 ., 34 ., 45

Metmask; £55 . #5555 . 244

[ ] allows hittps access to web inkerface From Inkernet

Optional: To configure Secure Web (https) from the Internet to the Ingate Unit
for remote administration,
a. Select “Allow https access to web interface from Internet”

Cukside (Inkerface Eh1)
[ ]use DHCF to obtain IP
IP Address: 12 . 23 . 34 . 45

Metmask: £55 . £95 . £55 . 244

Allow htkps access to web interface From Internet

b. Create a Private Certificate for https access, enter the corresponding
information required to generate a certificate.

{&] Create certificate for https access

Comman Mame (CH): | Your Mamne [ o4 l
(Required)

Expire in {davs): 365 J
{Required) | Cence

Country Code (C): | s

Organisation (O}: | Comparny Mame

Organizational Unik{ QL) | Deptartment

Email address: | admin@email,com

|
|
|
|
State/province(ST): | MY |
|
|
|

Lacalityftawn(L): | Yaur City|

Enter the Default Gateway for the Ingate Firewall. The Default Gateway for the
Ingate Firewall will always be an IP Address of the Gateway within the network
of the outside interface (Ethl1).

Gateway: ' 12 .23 . 34 . 41

Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used
to resolve FQDNs of SIP Requests and other features within the Ingate. They
can be internal LAN addresses or outside WAN addresses.

DS server

Primaty: 4 2 2 .1
Secondary: 4 .,z ., 2 ., =z
(Optional)
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4.3.2 Product Type: Standalone

When deploying an Ingate SIParator in a Standalone configuration, the SIParator resides
on a LAN network and on the WAN/Internet network. The Default Gateway for
SIParator resides on the WAN/Internet network. The existing Firewall is in parallel and
independent of the SIParator. Firewall is the primary edge device for all data traffic out
of the LAN to the Internet. The SIParator is the primary edge device for all voice traffic
out of the LAN to the Internet.

Ingate Startup Tool

Hetwork Topology |IP-PB>< 175F | Upload Configuration

Praduct Type: Standalone SIParator v

Inside (Interface EEhO)

Internet
IP address: m . 51 . 77 . 100
Metmask: 255 . 285 0255 . 0
Outsids (Inkerface Ethl) s et
[use DHCP to obtain TR Ingele SiFarmiof
IP Address: 12 .23 .34 .45 LAN l I
Metmask: 255 . 255 . 255 . 248

[ allow https access ta web interface fram Internet
IP-PBEX

Gateway: 12 .23 .3 . 4

DMS server

Primary: 4 .2 .2 .1
Secondary: 4 .2 .z .z
{Optional)

Skatus
Ingate Startup Tool Version 2.4.0, connected ko: Ingate SIParator 19, IG-092-702-2122-0

YolP Survival

WP

QoS

Enhanced Security

10 SIP Traversal Licenses

10 5IP User Reqgistration Licenses

| >

Software Version: 4.6.2

2]

Configuration Steps:
1) In Product Type, select “Standalone SIParator”.

Product Type: Standalone SIParator v

2) Define the IP Address and Netmask of the inside LAN (Interface Eth0). This is
the IP Address that will be used on the Ingate unit to connect to the LAN
network.

Inside {Interface EthO)

IP address: 10 . 51 . 77 . 100

Metmask: 255 . 255 ., 255 . 0
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3) Define the Outside (Interface Eth1) IP Address and Netmask. This is the IP
Address that will be used on the Internet (WAN) side on the Ingate unit.
a. A Static IP Address and Netmask can be entered
b. Or select “Use DHCP to obtain IP”, if you want the Ingate Unit to
acquire an IP address dynamically using DCHP.

Cukside (Inkerface Ethl)
[ ]use DHCF to obtain IP
IP Address: 12 . 23 . 34 . 45

Metmask: £55 . £85 . 255 . 244

[ ] allows https access ko web inkerface From Internet

4) Optional: To configure Secure Web (https) from the Internet to the Ingate Unit
for remote administration,
c. Select “Allow https access to web interface from Internet”

Cukside (Inkerface Ethl)
[ ]use DHCF to obtain IR

IP Address: 12 . 23 . 34 . 45

Metmask: 955 . 255 . PS5 . 248

Allow Rktps access ta web inkerface From Internet

d. Create a Private Certificate for https access, enter the corresponding
information required to generate a certificate.

{€ Create certificate for https access E|

Common Mame {CR): Yaur Mame
{Required)

Expire in {days): 255
(Required) s

Country Code [Z): s

CQrganisation (O): Comparty Mame

State/province(ST): MY

Crganizational Uniti Ol Deptartment

Email address: adrin@emnail.com

Locality ftawn(L): Your City|

5) Enter the Default Gateway for the Ingate SIParator. The Default Gateway for
the SIParator will be the existing Firewalls IP Address on the DMZ network.

Gateway: 12 .23 . 34 . 4

6) Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used
to resolve FQDNs of SIP Requests and other features within the Ingate. They
can be internal LAN addresses or outside WAN addresses.
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4.3.3 Product Type: DMZ SIParator

When deploying an Ingate SIParator in a DMZ configuration, the Ingate resides on a
DMZ network connected to an existing Firewall. The Ingate needs to know what the
Public IP Address of the Firewall. This existing Firewall must be the Default Gateway
for the DMZ network; the existing Firewall is the primary edge device for all data and
voice traffic out of the LAN and DMZ to the Internet. SIP Signaling and Media must be

forwarded to the Ingate SIParator, both from the Internet to the SIParator and from the
DMZ to the LAN.

Ingate Startup Tool

Licenses and Upgrades | Metwork Topology |IP-PB>< ITSP_1 | Upload Configuration

DMZ {Inkerface Ethi)

Internet
1P address: 10 . 51 ., 77 . 100
Netmask: 255 . 255 . 255 . 0

LAM IP address range

Existing firewall

Law IP: 192 .18 . 1 . 1 Ingate SIParator
High IP: 192 . 168 . 1 . 255 e I I
Gateway: .51 .77 01
IP-PBX
Firewal extern Pt > | 23 | 34 , 45
DS server
Primary: 4 .2 .2 .2
Secondary: 4 .2 .z .1

{Optional)
Status

Ingate Starbup Tool Yersion 2,4.0, connected to! Ingate SIParator 19, 1G-092-702-2122-0

WolIP Survival A~
WPN W
Gos|

Enhanced Security

10 5IP Traversal Licenses

10 SIP User Registration Licenses

Software Version: 4.6.2

4l

Configuration Steps:

1) In Product Type, select “DMZ SIParator”.

Product Type: | pmz SIParator v

2) Define the IP Address and Netmask of the DMZ (Interface Eth0). This is the IP
Address that will be used on the Ingate unit to connect to the DMZ network side
on the existing Firewall.

DMZ (Interface EEhO)

IP address: 192 ., 168 . 100 . 100

Metmask: 55, 255 . 2535 . 0
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3) Define the LAN IP Address Range, the lower and upper limit of the network
addresses located on the LAN. This is the scope of IP Addresses contained on
the LAN side of the existing Firewall.

LaAM IP address range

Lows IR w .10 .1, 1

High TP 1 . 10 . 10 . 255

4) Enter the Default Gateway for the Ingate SIParator. The Default Gateway for
the SIParator will be the existing Firewalls IP Address on the DMZ network.

Gateway: 192 . 186 . 100 . 1

5) Enter the existing Firewall’s external WAN/Internet IP Address. This is used to
ensure correct SIP Signaling and Media traversal functionality. This is required
when the existing Firewall is providing NAT.

FirewallexternIP:| o8 ., 87 . 76 . 65

6) Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used
to resolve FQDNs of SIP Requests and other features within the Ingate. They
can be internal LAN addresses or outside WAN addresses.

DS server

Prirary: 4 0z ., 2 .1
Secondary: 4 .z .z .,z
(Optional)

7) On the Existing Firewall, the SIP Signaling Port and RTP Media Ports need to be
forwarded to the Ingate SIParator. The Ingate SIParator is an ICSA Certified
network edge security device, so there are no security concerns forwarding
network traffic to the SIParator.

On the existing Firewall:

a. Port Forward the WAN/Internet interface SIP Signaling port of 5060
with a UDP/TCP Forwatd to the Ingate SIParator

b. Port Forward the a range of RTP Media ports of 58024 to 60999 with a
UDP Forward to the Ingate SIParator

c. If necessary; provide a Rule that allows the SIP Signaling on port 5060
using UDP/TCP transport on the DMZ network to the LAN network

d. If necessary; provide a Rule that allows a range of RTP Media ports of
58024 to 60999 using UDP transport on the DMZ network to the LAN
network.
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4.3.4 Product Type: DMZ-LAN SlParator

When deploying an Ingate SIParator in a DMZ-LAN configuration, the Ingate resides on
a DMZ network connected to an existing Firewall and also on the LAN network. The
Ingate needs to know what the Public IP Address of the Firewall. This existing Firewall
must be the Default Gateway for the DMZ network; the existing Firewall is the primary
edge device for all data and voice traffic out of the LAN and DMZ to the Internet. SIP
Signaling and Media must be forwarded to the Ingate SIParator, from the Internet to the
SIParator. The voice traffic from the LAN is directed to the SIParator then to the
existing Firewall.

Ingate Startup Tool E”E‘El

Netwark Topolagy |1P—PB>< 1T5P | Uplaad Canfiguration

Product Type:  Ippz-L AN SParator v

Inside (Interface Etho)

Internet
1P address: 10

=

wm

-~

pu}
=

2

Netmask: 255 . 255 . 255 .
DMZ (Interface Eth1) DMZ
[Juse DHCF to abtain 17 oo frewel
Ingate SlParator
1P Address: 192 . 168 . 100 . 100
LAN
Metmask: 255 . 255 .25 . 0 I I
Allow https access to web interface from Internet g
Gateway: 192 . 186 . 100 . 1 IP-PBX
Firewall externIP:[ g5 | 87 , 76 ., 65
DS server
Primary: 4 .2 .z .1

Secondary: 4 .z .z .z
{Optianal)
Status

Ingate Startup Tool Version 2.4.0, connected to: Ingate SIParator 19, [G-092-702-2122-0

YalP Survival ~
WP |
Qo5

Enhanced Security

10 SIP Traversal Licenses

10 5IP User Reqistration Licenses

Software Wersion: 4.6.2

Configuration Steps:

1) In Product Type, select “DMZ-LAN SIParator”.

Product Type: | pmz-LAN SlParator v

2) Detine the IP Address and Netmask of the inside LAN (Interface Eth0). This is
the IP Address that will be used on the Ingate unit to connect to the LAN

network.
Inside (Inkerface EthO)
IP address: 10 . 51 . 77 . 100
Metmask: 255, 255 L, 255 ., 0

3) Define the IP Address and Netmask of the DMZ (Interface Eth1). This is the IP
Address that will be used on the Ingate unit to connect to the DMZ network side
on the existing Firewall.
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a. A Static IP Address and Netmask can be entered
b. Or select “Use DHCP to obtain IP”, if you want the Ingate Unit to
acquire an IP address dynamically using DCHP.

DMZ (Inkerface Eth1)
[]Use DHCP to obtain IP
IP Address: 192 . 168 . 100 . 100

Metrnask: 255 , 255 . 255 . 0

[ ] allows hittps access to web inkerface From Inkernet

4) Enter the Default Gateway for the Ingate SIParator. The Default Gateway for
the SIParator will be the existing Firewalls IP Address on the DMZ network.

Gateway: 192 . 186 . 100 . 1

5) Enter the existing Firewall’s external WAN/Internet IP Address. This is used to
ensure correct SIP Signaling and Media traversal functionality. This is required
when the existing Firewall is providing NAT.

FirewallexternIP:| o8 ., 87 . 76 . 65

6) Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used
to resolve FQDNs of SIP Requests and other features within the Ingate. They
can be internal LAN addresses or outside WAN addresses.

DS server

Prirary: 4 0z ., 2 .1
Secondary: 4 .z .z .,z
(Optional)

7) On the Existing Firewall, the SIP Signaling Port and RTP Media Ports need to be
forwarded to the Ingate SIParator. The Ingate SIParator is an ICSA Certified
network edge security device, so there are no security concerns forwarding
network traffic to the SIParator.

On the existing Firewall:
a. Port Forward the WAN/Internet interface SIP Signaling port of 5060
with a UDP/TCP Forwatd to the Ingate SIParator
b. Port Forward the a range of RTP Media ports of 58024 to 60999 with a
UDP Forward to the Ingate SIParator
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4.3.5 Product Type: LAN SIParator

When deploying an Ingate SIParator in a LAN configuration, the Ingate resides on a
LAN network with all of the other network devices. The existing Firewall must be the
Default Gateway for the LAN network; the existing Firewall is the primary edge device
for all data and voice traffic out of the LAN to the WAN/Internet. SIP Signaling and
Media must be forwarded to the Ingate SIParator, from the Internet to the SIParator.
The voice traffic from the LAN is directed to the SIParator then to the existing Firewall.

Ingate Startup Tool

Metwork Topology | 1p-pex | ITSP | Upload Configuration

Product Typet [\ sy STparator v

Lan (Interface EthO)
1P address: 0 . 5 .77 .100 Internet

Metmask: 255 255 . 285 . 0

Existing firewall

LAN

©

Gateway: . 7 |p:pgx Ingate SiParator

=
@ w
- =4
1 -
™ —

Firewall extern IP: | aog & =1

DNS server

Primary: 4 .2 .2 .1
Secondary: 4 ., 2 .2 .2
{Optional)

Status
Ingate Startup Tool Mersion 2.4.0, connected to! Ingate SIParator 19, IG-092-702-2122-0

WolP Survival ~
WPM B
QoS

Enhanced Security

10 5IP Traversal Licenses

10 51IP User Registration Licenses

Software Yersion: 4.6.2

1€

Configuration Steps:

1) In Product Type, select “LAN SIParator”.

Product Type: [ an SIParator v

2) Define the IP Address and Netmask of the inside LAN (Interface Eth0). This is
the IP Address that will be used on the Ingate unit to connect to the LAN
network.

LAM (Inkerface EthO)

IP address: 1m0 . 51 . 77 .100

Metmask: 255 . 255 . 255 . 0

3Com VCX Connect Solution — SIP Trunking pg. 21



3) Enter the Default Gateway for the Ingate SIParator. The Default Gateway for
the SIParator will be the existing Firewalls IP Address on the DMZ network.

Gateway: 10 .51 .77 .1

4) Enter the existing Firewall’s external WAN/Internet IP Address. This is used to
ensure correct SIP Signaling and Media traversal functionality. This is required
when the existing Firewall is providing NAT.

FirewallexternIP:| o8 ., 87 . 76 . 65

5) Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used
to resolve FQDNs of SIP Requests and other features within the Ingate. They
can be internal LAN addresses or outside WAN addresses.

DS server

Primaty: 4 2 ., 2 .1
Secondary: 4 .z . 2 ., 2
(Optional)

6) On the Existing Firewall, the SIP Signaling Port and RTP Media Ports need to be
forwarded to the Ingate SIParator. The Ingate SIParator is an ICSA Certified
network edge security device, so there are no security concerns forwarding
network traffic to the SIParator.

On the existing Firewall:
a. Port Forward the WAN/Internet interface SIP Signaling port of 5060
with a UDP/TCP Forward to the Ingate SIParator
b. Port Forward the a range of RTP Media ports of 58024 to 60999 with a
UDP Forward to the Ingate SIParator

3Com VCX Connect Solution — SIP Trunking pg. 22



4.3.6 Product Type: LAN SlParator — “SBE SlIParator Only”

This section is specific to the Ingate SBE SIParator when deploying in a LAN SIParator
configuration, the Ingate SBE resides on a LAN network with all of the other network
devices. The existing Firewall must be the Default Gateway for the LAN network; the
existing Firewall is the primary edge device for all data and voice traffic out of the LAN

to the WAN/Internet. SIP Signaling and Media must be forwatrded to the Ingate
SIParator, from the Internet to the SIParator. The voice traffic from the LAN is

directed to the SIParator then to the existing Firewall.

Ingate Startup Tool

Metwark Topology |1P-PE>< ISP | Upload Configuration

Product Type: || g SiParator
LaN (Interface ET1)

I

IP address: o, 51 ., 77 . z200
Metmask: 235 . E55 . 255 . 0

Internet

Existing firewall

I
T

IP-PBX

Ingate SiParator

LAN
Gateway: 1w .51 .7 .
Firewallextern 1P| oz |, 57 . 76 . 65
Part range: 58024 - | 60993
D3 server
Primary:
[l allow DHCP Server, (setup in web GUI)
Secondary:
(Optional)

Status

Ingate Startup Tool Yersion 2.4.0, connected to! Ingate SIParator SBE,

Ingate Startup Tool Version 2.4.0

Startup tool version available on the Ingate web: 2.4.0

ou are running the latest version of the Startup tool,

More information is available here: http: e, ingate.comystartuptool.php

Configuration Steps:

1) In Product Type, select “LAN SIParator”.

Product Type: || AN SIParator

2) Define the IP Address and Netmask of the inside LAN (Interface Eth0). This is

the IP Address that will be used on the Ingate unit to connect to the LAN

network.

LAMN (Inkerface EthO)

IP address: m . 51 . 77

. 1oo

Netmask: 255 . 255, 255
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3) Enter the Default Gateway for the Ingate SIParator. The Default Gateway for
the SIParator will be the existing Firewalls IP Address on the DMZ network.

Gateway: 10 .51 .77 .1

4) Enter the existing Firewall’s external WAN/Internet IP Address. This is used to
ensure correct SIP Signaling and Media traversal functionality. This is required
when the existing Firewall is providing NAT.

FirewallexternIP:| o8 ., 87 . 76 . 65

5) Enter a Port Range of media ports you need to configure the firewall to forward
to the LAN SIParator.

Port range: 58024 - 60999

6) Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used
to resolve FQDNs of SIP Requests and other features within the Ingate. They
can be internal LAN addresses or outside WAN addresses.

DS setver

Primaty: 4 2 . 2 .1
Secondary: 4 2z , 2 , 2
(Optional)

7) On the Existing Firewall, the SIP Signaling Port and RTP Media Ports need to be
forwarded to the Ingate SIParator. The Ingate SIParator is an ICSA Certified
network edge security device, so there are no security concerns forwarding
network traffic to the SIParator.

On the existing Firewall:
a. Port Forward the WAN/Internet interface SIP Signaling port of 5060
with a UDP/TCP Forward to the Ingate SIParator
b. Port Forward the a range of RTP Media ports of 58024 to 60999 with a
UDP Forward to the Ingate SIParator
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4.4 |P-PBX

The IP-PBX section is where the IP Addresses and Domain location are provided to the
Ingate unit. The configuration of the IP-PBX will allow for the Ingate unit to know the
location of the 3Com VCX Connect server as to direct SIP traffic for the use with SIP
Trunking. The IP Address of the IP-PBX must be on the same network subnet at the IP
Address of the inside interface of the Ingate unit. Ingate has confirmed interoperability
with the 3Com VCX Connect servet.

| Network Topology | IP-PB% | ITSP | Uplasd Configuration

IP-FEX (should be located on the LAN)

Type: PEX registers at the Ingate
1P Address: M .51 . 77 . 10

[Juse domain name

SIP Domain: | asterisk ingate. com

Status
Ingate Startup Tool Yersion 2.4.2, connected ko: Ingate Firewall 1190, 1G-092-719-5012-4

Remaoke SIP Connedckiviky

WP

Qos

Enhanced Security

20 SIP Traversal Licenses

20 5IP User Reqistration Licenses

|

Software Version: 4.6.4

3]

Configuration Steps:

1) In the IP-PBX Type drop down list, select “3Com”. Ingate has confirmed
interoperability the 3Com VCX Connect, the unique requirements of the testing
are contained in the Startup Tool.

IP-PEY {should be located on the LAR)

Type: |3C-:um w
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2) Enter the IP Address of the 3Com VCX Connect. The IP Address should be on
the same LAN subnet as the Ingate unit.

1P Address: |

10 . 51 . . I

3) This solution requires the use of an FQDN for the SIP Domain of 3Com VCX
Connect. This domain name is used to route SIP Requests to the 3Com VCX
Connect associated with that domain. Select “Use domain name” and enter the

FQDN.

Use domain name

SIP Domain:

vz, ingate, com
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45 ITSP

The I'TSP section is where all of the attributes of the SIP Trunking Service Provider are
programmed. Details like the IP Addresses or Domain, DIDs, Authentication Account
information, Prefixes, and PBX local number. The configuration of the I'TSP will allow
for the Ingate unit to know the location of the ITSP as to direct SIP traffic for the use
with SIP Trunking. Ingate has confirmed interoperability many of the leading I'TSP

vendots.

Ingate Startup Tool

Network Topology | IP-PEY | ITSP_L |Up\oad Configuration

Mame:

Provider address
IP Address:

Advanced

Prafix:

Prefix:

Enable

Status

[Use domain name

Prefix to match and remove From inbound calls

Prefi to add o outbound calls

Forward 3xx messages

{user name):

Account information:
[Juse account

Authentication name: l:l
(same as DID if blank)

D Increment authentication name for ranges

PEX local numbers (advanced)

Local number{start of range,
use same as DID if local
numbers are not used):

Password {only used if PEX
registers at the Ingate):

Ingate Startup Tool Yersion 2.4.0, connected ka: Ingate SIParator 19, IG-092-702-2122-0

1]
1]

YolIP Survival -

WP T

QoS

Enhanced Security

10 SIP Traversal Licenses

10 5IP User Reqistration Licenses

Software Yersion: 4.6.2 B
v

Configuration Steps:

1) In the ITSP drop down list, select the appropriate I'TSP vendor. Ingate has

confirmed interoperability several of the leading I'TSP vendors, the unique

requirements of the vendor testing are contained in the Startup Tool. If the
vendor choice is not seen, select “Generic I'TSP”.

Name:

Generic ITSP v

When you select a specific I'TSP vendor, the Startup Tool will have the individual
connection requirements predefined for that ITSP, the only additional entries

may be the specific site requirements.

3Com VCX Connect Solution — SIP Trunking

pg. 27



2) Service Providers come in one of two flavors, either they have a trusted IP
deployment or they require a Registration account.

a. In the case where the Service Provider uses a Trusted IP deployment, all
that is required is to enter the IP Address or Domain of the Service
Providers SIP Server or SBC. Enter the IP Address here, or select “Use
domain name” and enter the FQDN of the Service Provider.

Provider address

IP Address: O .0 .0 .0

[ ]use domain name

Provider address

Dornain:

Use domain name

b. In the case where the Service Provider requires the Ingate to Register
with the Service Providers SIP Server or SBC, select “Use Account”.
When “Use Account” is selected, the Registration Account information
from the Service Provider is required. Information such as
Username/DID, Service Providers Domain, Authentication Username,
and Authentication Password.

Account information:

IJse account

Authentication name:
(same as DID i blank)

|:| Increment authentication name For ranges

Darnain:
Password;
IJse user account on incoming call
i. Enter a DID (Username) in which the Ingate will register with the

Service Provider. The Startup Tool also has the ability to
program a sequential range of DIDs.

DID (start of range)
(user name):

DID range size:
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. Registrations often require the use of an Authentication
Username and Password. Also enter the Domain or IP Address
of the Service Provider.

Account information:

IJse account

Authentication name:
(same as DID i blank)

|:| Increment authentication name For ranges

Domain:
Passwiord:

IJse user account on incoming call

3) 'The Ingate has the ability to add/remove digits and characters from the Request
URI Header. A typical scenatio is the addition/removal of ENUM character
“+”. Many IP-PBX and I'TSPs either need to add or remove this character prior

to sending or receiving SIP requests. Here you can enter values to Match and
remove from the Request URI.

Advanced
Prefix to match and remove From inbound calls

Prefix;

Prefix ta add ko aukthaund calls

Prefix:

Forward 3xx messages

Enable
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4.6 Upload Configuration

At this point the Startup Tool has all the information required to push a database into
the Ingate unit. The Startup Tool can also create a backup file for later use.

Ingate Startup Tool

Network Topology | 1P-PEx | 1T5P_t | Upload Configuration |

Disclaimer Verbose Logging (SIF debug)
|

and Self-Certified vendor, every possible Enahle
configuration, cambination andfor software
wersion has not been tested, For kechnical
assistance regarding end-to-end interoperability

issues, please cantack support@ingate. com, »
Final step
() Logan ko web GUT and apply settings
() Apply settings directly using serial interface
[C1EBackup the configuration
Upload
Status

Ingate Startup Tool Wersion 2.4.0, connected to: Ingate SIParator 19, 1G-092-702-2122-0

10 5IP Traversal Licenses A

10 5IP User Reqgistration Licenses )

Software VYersion: 4.6,2

Error: Please enter number, name and domain.

Error: Please enter number, name and domain. =
v

Configuration Steps:
1) Press the “Upload” button. If you would like the Startup Tool to create a

Backup file also select “Backup the configuration”. Upon pressing the “Upload”
button the Startup Tool will push a database into the Ingate unit.

Final skep

{*) Logon ko web GUL and apply settings
) apply settings directly using serial interface

[ ]Backup the configuration

IJpload

3Com VCX Connect Solution — SIP Trunking pg. 30



2) When the Startup has finished uploading the database a window will appear and
once pressing OK the Startup Tool will launch a default browser and direct you

to the Ingate Web GUI.

Success [‘$_<|

Your configuration has been updated.

wehien wou press OF wou will be redirected to wour browser,
Please login and press "apply Configuration”

in the Admin menu of the Ingate web interface,

3) Although the Startup Tool has pushed a database into the Ingate unit, the
changes have not been applied to the unit. Press “Apply Configuration” to apply
the changes to the Ingate unit.

R Basic Rulesand | SIP | SIP |, . Virtual Private | Quality of | Logging

Sove/Lond Show User Table Date and Change
(AT Configuration Administration Upgrade Look  Time  Restart Language

Test Run and Apply Conf (Help) Show Message About Unapplied Changes

Duration of limited test mode: @ On every page
seconds () Onthe Save/Load Configuration page
) Never
Apply configuration
Backup (Help)
The permanent configuration is not affected.
[ Save to local file ] [ Load from local file ] Local E.le:l |[ Browse.. |

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

[ SaecorfigtoClifle ][ Load CLifle |Local file:| |( Browse... ]
Abort All Edits (Help) Reload Factory Configuration (Help)
The permanent configuration is not affected. The permanent configuration is not affected.
Abort all edits | Load factory configuration |

4) A new page will appear after the previous step requesting to save the
configuration. Press “Save Configuration” to complete the saving process.

N Basic Rulesond | SIP § SIP |, . Virtual Private | Quality of | Logging

You are currently testing the preliminary configuration. You must press either the Save configuration or the
Continune testing button within 30 seconds. or the firewall will revert to the normal permanent configuration.

Save configuration ] [ Continue testing ” Revert ]
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5 3Com VCX Connect Setup

The following configuration details represent the configuration under test. The Ingate
SIParator provides Telco communications for all outbound and inbound PSTN calls. In
addition the SIParator provided NAT translation services for any remote phones or
Teleworkers wanting to register a phone to their work extension.

The VCX is configured with the SIParator IP address as a trusted endpoint. Therefore
no authentication or registration is needed between these 2 devices. The SIParator is
configured with the both the VCX Primary and Secondary IP addresses as the SIP Proxy.
All inbound Telco calls i.e. DID’s are redirected by the SIParator to VCX. Remote
phone are configured to use the SIParator public IP address as their SIP Proxy address.
All phone SIP registrations received by the SIParator are forwarded to the VCX for
authentication. Once authenticated these remote phones can make outbound calls using
their office extension and receive inbound calls to their office extension at home, all of
these calls are carried over their office Telco connection.

5.1 VCX Configuration
Defining a device on the VCX 8.0.7¢ as a “Trusted Endpoint” can now be done using
the Web interface.

Note: In versions prior to 8.x, creating a trusted endpoint was a 2 step process please
refer to documentation for these version for details

Using VCX Web Configuration GUI

1. Point a browser to VCX Setrver IP address (e.g.:http://158.101.74.100) The VCX
login screen appears. Select the Central Management Console option.

{2 3Com VCX Connect - Windows Internet Explorer EEX]
@Sv (& 158.101.74, 100 9 [&][#s][x] [0 coos (2]~
¢ Favorites |23~ | @ 3com | @ 3com vex comnect [
\
N,

3Com VCX Connect
Networked Telephony Solution

These interfaces will help you configure system and user seftings.

VCX System Administration

IP Messaging Web Provisioning
Central Management Console
User Interface

VCX Documentation Web Page
VCX Licensing Web Page

For more information click Help

Copyright(c) 2004-2008 3Com Corporation All Rights Reserved.
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2. Enter a VCX username and password with administrative access. (New VCX
installations have a default username admin and password besgroup.) Click

Submit.
{2 3Com VCX Connect - Windows Internet Explorer FEX
@v le) 158.101.74.100, v (&) [42][x] [$W cooce (o]
g Fevortes (33~ | @& 3com | @ 3com vex comest x| |

e\ [ oo |

3Com® VCX™ Co
Networked Telephc
Central Manager

Login

User Name ||

e —

Copyright © 2004-2008
3Com® Corporation
All Rights Reserved

3. Select the site name you wish to work on.

(= Central Manager - Windows Internet Explorer

G\:\_ﬂv ‘E http://158.101.74. 100 /vcxcentral o
i Favorites ‘%ﬂ & scom ‘ {& Central Manager
[e=\} VCX™ Connect
Scom Central Manager

»  Central Manager
Global Directory
Site Data

| (8][4 [=]

This page displays information about, and links ta, offices in the VCX system.

« Click a name in the Site Name column to access the VCX Administrator provisioning interface.

+ Click an IP address in the Pri IP Messaging Server column to access the IP Messaging provisioning
interface.

« Click Modify to edit a Site Name.

Regional and Branch Offices
‘ Site ID Site Type Site Name Site Access PrilP jing Server Sec IP ing Server
|VCXCONMECT |Regional |VCX Connect Sewver |Allowed  |158.101.74.100 158.101.74.99 |
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4. Select Directory from the top menu

{= Route Plans List - Windows Internet Explorer

158.101,74,100

Go- e

S Favorites |§F| & 3com ‘ (@ Route Plans List x ‘
e=\} VCX™ Connect

Data Server: VCXCONNECT@158.101.74.100

Directory Menu > Route Plans > Route Plans |
Route Plans End Points | | Trusted End Points

Out Dial Patterns

Users 3 |
Directory * Route Plans

[poe lists the route plans configured on this site.

Search Raute Plan Wizard | b10n 3e50ciates a dial pattern with a route (a route identifies one or more end points). A route plan
Preferences  Advanced ines how a call processor directs a call to an end point.
Main

« Click Add Route Plan to create a route plan.

+ Select a route plan and click Activate Selected or Deactivate Selected to enable or disable the route
plan

+ Click a name in the Name column to modify that route plan.

+ Click a route plan component to view or modify the selected pattern, route, or source-based routing input

parameters (requestor, phone profile, ime bands) associated with the route plan.

Route Plans

ol

Found 4 Route Plani{s)

[ Add Route Plan ][ Activate Selected ][ Deactivate Selected H Delete Selected ]

Filter : |Name +| | ‘
R R A A e il
sepect ves |30 laspedt Delete
ipms Yes 5 ipms Delete
outbound |yee |gr SIPerator B2BUA Delete
éuthnund Yes |9t Connect 100 Delete

Prev Page 1 v of1 MNext

5. Click “Trusted End Points” Tab on Right of the screen to add a device IP
addresses

Trusted End Windows Internet Expl

63" |g, Http: /158, 101,74, 100/ /o

i Favorites ‘@H &3com | @ETrusted End Points List X ‘_|
=0, VCX™ Connect

3 C Om Data Server: VCXCONNECT@158.104.74. 100
Directory Menu > Route Plans > Trusted End Point:
Route Plans | [ Pattems | [Routes | [ End Points | it ae | Out Dial Pattemns

Users »

Directory 3

Search This page lists the trusted end points configured on this server. Trusted end points are not replicated. Ifthis
server is a member of a redundant pair, the list does notinclude trusted end points configured on the other

Preferences server.

Main Atrusted end pointis component in a VCX system that communicates with the VCX call processor. Typical
trusted end points include media gateways, IP Messaging servers, IP Conferencing servers, and Presence
semvers

The list includes trusted end points configured during the VCX installation procedure and trusted end points
configured through this interface, the command line interface, and EMS.

« Click Add Trusted End Point to indentify a new trusted end point.
« Click an address in the IP Address column to modify that trusted end point.

Trusted End Points

Found 5 Trusted End Point(s)
[ Add Trusted End Point ] [ Delete Selected ]

Filter : | IP Address V\ |

|
|

[~ 1 IP Address & Netmask Actions

[0 |158.101.741 255 255 255 255 Delete

[0 |158.101.74.100 255.255.255.255 Delete

[0 |158.101.74.200 255255255255 Delete

[] |158.101.74.216 255 255 255 255 Delete

[0 |158.101.74.99 255255255 255 Delete

L4l
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a. Click the Add Trusted End Point button.

= Trusted End Points List - Windows Internet Explo

5&\‘-}17 |E‘ http://158.101.74. 100,

File Edit View Favorites Tools Help

i Favorites | @ Trusted End Poits List | | B R

=0, VCX™ Connect

B[ 42]|x |[2]-

3C Om Data Server: VCXCONNECT@158.104.74.400

Directory Menu > Route Plans > Trusted End Points

Route Plans | Routes | | End Points | [ dE e aeic]  Out Dial Patterns

Users 3
Directory 13
Search Use this page to configure a trusted end point.
Preferences « Specify the IP address of the trusted endpoint in the IP Address field.
Main + Specify the netmask to apply to the trusted endpoint IP address in the Netmask field.

Edit Trusted End Point

Trusted End Point Information

*IP Address | 158.101.74.1
“Metmask | 255.255.255.255

Fields marked with an asterisk * are required

Dane @ Internet 43 -] ®iow -

b. Enter the endpoint configuration as follows:
e IP Address: IP address of SIParator
¢ Netmask: Use Host mask of 255.255.255.255

6. Click “End Points” Tab on Right of the screen to add a device name for each i.e.
“Aspect” to the list as an endpoint
a. Select “Add End Point” button

indows Internet Explol

6\:}- \g 10://158. 101.74. 100/ voipadmin

v B 4] X
i Favorites |gg - | & xcom | (@ End Points List x ‘7‘
=0 VCX™ Connect
° Data Server: VCXCONNECT@158.104.74.100
300 Directory Menu > Route Plans > End Points

Route Plans | Routes | [N | Trusted End Points || Out Dial Patterns
Users 3
Directory  »
Search This page lists the end points configured on this site.
An end point specifies a route destination for the YCX call processor.
Preferences
Main « Click Add End Point to create an end point.
= Select an end point and click Activate Selected or Deactivate Selected to enable or disable the end
point.

Click a name in the Name column to modify that end point.
+ Click Out Dial Patterns to assign an Out Dial pattern to the end point An Out Dial pattern determines how

an outbound number is modified (translated).

End Points
Found 5 End Point(s)
[ Add End Point ][ Activate Selected ][ Deactivate Selected H Delete Selected

Filter : ‘Name v‘ ‘ |
Type Active Name a Description Site Id Network Address ~ Protocol Actions
Gateway |Yes Aspect Call Center vexconnect [158.101.74.216:5060 UDP Qut Dial Patterns Delete
Gateway |Yes Connect Gateway 200 Gateway on Pri connect |vcxconnect | 158.101.74.200:5060 (UDP Qut Dial Patterns Delete
Gateway |Yes ipmsg-primary vexconnect [158.101.74.100:5065 | UDP Qut Dial Patterns Delete
Gateway |Yes ipmsg-secondary vexconnect [158.101.74.99:5065 UDP Qut Dial Patterns Delete
Gateway |Yes SlPerator B2BUA B2BUA vexconnect [158.101.74.1:5060 uopP Qut Dial Patterns Delete

Next
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b. The endpoint configuration window is displayed

Add [/ Edit End Point - Windows Internet Explor:

632" |g, Nt /158, 101,74, 100 0 || B |# || ¢ ‘ P -
Fie Edit View Favorites Tools Help

- — »

¢ Favorites |§Add[Ed\tEﬂd Point. ‘ | i -

=\, VCX™ Connect

3 C 0 m Data Server: VCXCONNECT@158.101.74.100

Directory Menu > Route Plans > End Points

Route Plans | Routes | [EEETSY | Trusted End Points || Out Dial Patterns

Users 4
Directory 3
Search Use this page to configure a an end point.
Preferences An end point can be one of the following types:,
Main + Gateway - The end pointis either a media gateway, an IP Messaging server, IP Messaging client, or an IP

Conferencing server.

Terminal - The end point is a device that will not register within the network.

Call Processor - The end point is a call processor that terminates a call

Redirect Call Processor - The end point is a redirect call processor that routes a call to its proper
destination

Edit End Point

End Point Information
Twe  [Gaeway ¥
Active El
*Name SlPerator B2BUA
Description @
*IP Address |158.101.74 1

Fields marked with an asterisk * are required

Dane & ntemet 3| W% -

c. Enter the endpoint configuration as follows:
* Type: Set to Gateway
e Active: Set to Yes.
* Name: Enter the name of the device i.e. SIParator B2BUA
* Description: Enter a description of the device i.e. Ingate
¢ Site Id: Enter your VCX site ID.
e IP Address: Enter the SIParator IP address
¢ Port Number: port number (usually 5060)
* Click the Save button.
d. The List of End Points table appears, listing the new endpoint.

Windows Internet Explo

Je e
Go-E

Fle Edt View Favorites Took Help

158.101,74,100

sl Favorites | @& EndPaints List ‘ | B 7
=

3 C Om Data Server: VCXCONNECT@158.101.74.100 e

Directory Menu > Route Plans > End Points

Route Plans | | Patterns | [Routes | XA | Trusted End Points || Out Dial Patterns
Users »
Directory  #
Search This page lists the end points configured on this site.

An end point specifies a route destination for the VCX call processor.
Preferences
Main « Click Add End Point to create an end point.
« Select an end pointand click Activate Selected or Deactivate Selected to enable or disable the end
point.

~ Click a name in the Name column to modify that end point.
- Click Out Dial Patterns to assign an Out Dial pattern to the end point. An Out Dial pattern determines
how an outbound number is madified (translated)

End Points
Found 7 End Point(s)
[ Add End Paint ][ Activate Selected || Deactivate Selected || Delete Selected

fiter ¢ [Hame 2 ]
O Type Active Hame & Description Siteld  Nefwork Address Profocol Actions
[|cateway  |ves |aspect Gall Genter 158.101.74216:5060(UDP | QuLDial Patierns Delete
[]|Gateway  |ves |ConnectGateway 200 Gateway on Pri 158.10174200'5060|UDP | Out Dial Patterns Delets
[ Gateway  Yes |ipmsg-priman 158.10174.100:5065| UDP | QulDial Patierns Delete
[|cateway  |ves |ipmsg-secondar 158.1017499:5065 |UDP | Out Dial Pafterns Delete
[]|Gateway  Yes |SlPeralorBZBUA  Ingate 158.101.74.1:5060 |UDP | OulDial Patiers Delete
[]|call Processor Yes |VCXEnterprise Pri | Enterprise @202 |1 158.101.74.2025060{UDP | QuLDial Patierns Delete
[ |call Processer|ves  |VCXErterprise Sec  |Enterprise @204 |1 158.101742045060UDP | Out Dial Patterns Delets
Prev Page 1 v|of1 Next =

@ mntemet f5 - Hwow -
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7. Click Routes Tab to create a Route with one or more endpoints

/= Routes List dows Internet Explo

- & 158,101,74.100/v0

< o] (B8] 4] [x]

|28

File Edit View Favorites Tools Help

i Favorites | @ Routes List | |
™
(= Q. VCX™ Connect

Data Server: VCXCONNECT@158.101.74.100
Bcom Directory Menu > Route Plans > Routes

Route Plans End Points | | Trusted End Points
Users >
Directory >
Search This page lists the routes configured on this site.
Preferences Aroute identifies one or more ints (route tinations). A route and an i a dial pattern are
Main included in a route plan. Aroute plan determines how a call processor directs calls.

« Click Add Route to add a route.
« Select a route in the Name column to change name of the route.
« Click End Points to manage end points for the route and edit route properties.

Routes

P

Found 5 Route(s)
Delete Selected

ﬁh!:lName V‘ | |

O Name &
[0 |Aspect End Points Delete
(il Connect.100 Gateway End Points Delete
O ipms! End Points  Delete
" SlPerator B2BUA End Paoints Delete
[0 |vCXEnterprise End Points Delete
Prev Page 1 v|of1 Hext
Done & Internet 5 - ®iew -

a. Select the “Add Route” button and give it a name i.e. SIParator B2BUA and

select “Save”

findows Internet Explo

OEEES

Go- &

File Edit View Favorites Tools Help

i Favorites ‘ @ Add / EditRoute | |
e\ VCX™ Connect
: Data Server: VCXCONMNECT@158.101.74.100
3C0m Directory Menu > Route Plans > Rout
Route Plans | | Patterns | | End Points | | Trusted End Points || Out Dial Patterns

Users 3
Directary 3
Search Use this page to add a route or modify a route name.
Preferences
Main
Edit Route
Route Infermation

*Name [SIPerator B2BUA

Fields marked with an asterisk * are required

Done & Internet

4
s
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b. Select the “End Points” button on Right

Routes List - Windows Internet Explo

- |
CE- &

Fle Edit View Favorites Tools Help

158.101.74.100,

|28

i Favorites ‘?Ruut&s List ‘ ‘ i
™
=N, VCX™ Connect
Data Server: VCXCONNECT@158.101.74.100
3C0m Directory Menu > Route Plans > Routes

Route Plans Routes
Users 4
Directory 3
Search This page lists the routes configured on this site.
Preferences Aroute identifies one or more end points (route destinations). A route and an associated a dial pattern are.
Main included in a route plan. Aroute plan determines how a call processor directs calls

+ Click Add Route to add a route.
+ Select a route in the Name column to change name of the route.
+ Click End Points to manage end points for the route and edit route properties.

Routes
Found 5 Route(s)
Filter : Mame V\ ‘ |
(H] Name & Actions
O Aspect End Points _Delete
[F Connect.100 Gateway End Points Delete
O |iems End Points Delete
[ SIPerator B2BUA End Points Delste
O VCX Enterprise End Points _Delete
Prev Page Next
http:/{158. 101, 74. 100 fvoipadmin/dir frouteendpoint /Dispatch. do?action =list&routeld=740000028pageno = 1 &sorthy =FP & Internet 3 v B 100% -

c. Select the “Assign End Points” button

SE 158.101.74.100
G- &

¢ Favorites ‘%lfl & 3com ‘ /& Rout= Endpoints List x ‘ |
=, VCX™ Connect

|28

Data Server: VCXCONNECT@156.101.74.400
3C0m Directory Menu > Route Plans > Routes > End Poil

Route Plans | | Patterns | | End Paints | | Trusted End Points | | Out Dial Patterns
Users 3
Directory 13
Search This page lists the end poinis assigned to the selected route.

An end point specifies a route destination

Preferences
Main « Select an end point and click Assign End Points to assign the end point to the route.

« Selectan end point and click Activate Selected or Deactivate Selected to enable or disable use ofthe
end point by the route. This operation changes the value of the Active column for the selected end point.

+ Ifmultiple end points are assigned to the route, specify the order of call processing within a route. If
available, the end point with the highest priority (0 is the highest) processes all calls

« Click Out Dial Patterns to assign an Out Dial pattern to the end point. An Qut Dial pattern determines how

an outbound number is modified (franslated).

Route - Assigned End Points

Route: Aspect
No Results Found
Assign End Points
Filter : Name v‘ ‘
™ | Name & Description Type Active Network Address Sort Order Actions
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d. From the list of available endpoints put a check mark next to “SIParator
> and select the “Assign Selected” button

B2BUA’

158.101.74.100

NIEEIENE |

File Edit View

Favorites

Tools  Help

i Favorites | (& Route unassigned Endpoints List ‘

=N,

3com

Users
Directory
Search
Preferences
Main

VCX™ Connect

Data Server: VCXCONNECT@158.101.74.100

Directory Menu > Route Plans > Routes > End
Route Plans | | Patterns | | End Points | | Trusted End Points || Out Dial Patterns

This page lists the end points available for assignment to the selected route.

- Enter a check mark in the check box preceding each end point you want to add.
+ Click Assign Selected.

Route - Unassigned End Points

Route: SIPerator B2BUA

Found 7 End Point(s) |
Assign Selected
Filter : | Name ‘ ‘
Type Name & Description Active Action
Gateway Aspect Call Center Yes Assign
Gateway Connect Gateway .200 Gateway on Pri connect Yes Assign
Gateway ipmsg-primary Yes Assign
Gateway ipmsg-secondary Yes Assign
Gateway SlPerator B2BUA Ingate Yes Assign
Call Processor VCX Enterprise Pri Enterprise @ 202 Yes Assign
Call Processor VCX Enterprise Sec Enterprise @ 204 Yes Assign
Prev Page|1 v |of1 Hext
.. jrouteendpaint/Dispatch. do?pageno =1&sar thy =EP_MAME&sorttype =asc & Internet Yp v Hi0% -

e. Confirm

Route unassigned Endpoi

the “OK”

its List - Windows Internet Explorer

ST ES

¢ Favorites | (@ Route unassigned Endpoints List | |

(e=1\)

3C0O

VCX™ Connect

Data Server: VCXCONNECT@158.101.74.100

Directory Menu > Route Plans > Routes > End

Route Plans | | Patterns | | End Points | | Trusted End Points || Out Dial Patterns

Users
Directory
Search
Preferences
Main

This page lists the end points available for assignment to the selected route.

- Enter a check mark in the check box preceding each end point you want to add.
+ Click Assign Selected.

Route: SIPerator B2BUA

\ ) Do you really want to assign the selected record(s)? ‘

O Type Hame a Description Active Action
[ | Gateway Aspect Call Center Yes Assign
[ | Gateway Connect Gateway 200 Gateway on Pri connect Yes Assign
[]|Gateway ipmsg-primary Yes Assign
[ |cateway ipmsg-secondary Yes Assign
Gateway SlPerator B2BUA Ingate Yes Assign
[1|Call Pracessor VCX Enterprise Pri Enterprise @ 202 Yes Assign
[ |Call Processar VCX Enterprise Sec Enterprise @ 204 Yes Assign
Prev Page|1 v|of1 Hext
...jrouteendpoint/Dispatch. do?pageno=18sor thy =EP_NAME&sar ttype=asc @ Intemet 45 v Hiow -
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f.  The Endpoint “Aspect” should be listed as shown

indows Internet Expl

ng:v &) hep: /158,101, 74.100/ 0 B+ X |[2]-
Fle Edt View Favorites Tools Help

. — : »

< Favorites ‘gRoutE Endpoints List ‘ | Pl

=\ VCX™ Connect

Data Server: VCXCONNECT@158.101.74 100
SCom Directory Menu > Route Plans > Routes > End Poii
Route Plans | | Patterns End Points | | Trusted End Points

Out Dial Patterns

Users »
Directory »
Search This page lists the end points assigned to the selected route.
An end point specifies a route destination
Preferences
Main + Selectan end point and click Assign End Points to assign the end point to the route.

+ Select an end point and click Activate Selected or Deactivate Selected to enable or disable use of the
end point by the route. This operation changes the value of the Active column for the selected end point.

« Ifmultiple end points are assigned to the route, specify the order of call processing within a route. If
available, the end point with the highest priority (0 is the highest) processes all calls.

+ Click Out Dial Patterns to assign an Out Dial pattern to the end point. An Qut Dial pattern determines how
an outbound number is modified (franslated).

Route - Assigned End Points

Route: SIPerator B2BUA

Found 1 End Point{s}
[ Assign End Points ][ Unassign Selected ][ Activate Selected ][ Deactivate Selected ][ Update ][ Cancel ]

Filter : | Name V| | |
| Name & Description  Type Active Network Address Sort Order Actions
D|SIPeramrEl2EluA |Ingate |Gateway [Yes » ‘153101 7415080 |0 | |0utDia|Panems Unassian

Prev Page|1 v of1 Hext

& Intemet 43 v H100%

8. Click Patterns Tab and create a pattern if needed that a call must match in order

for VCX to send the call to the SIParator servet.

Note: This step was skipped because the most common patterns are already defined by

default on the VCX. Therefore an existing pattern of “81*” was used in testing

9. Click Routes Tab, and create a route that lets VCX send calls to Aspect Unified

IP. Click the Add Route Plan button.

= Route Plans List - Windows Internet Explorer

@E- ‘g‘ hito: /158, 101.74.100

: File Edit Vien Favorites Toos Help

i Favorites ‘ & Route Plans List ‘ ‘ -
=1 VCX™ Connect
: Data Server: VCXCONNECT@158.101.74.100
3 Com Directory Menu > Route Plans > Route Plans i
Trusted End Points

Route Plans JIE G0 End Points
Users »
Directory  »
Search This page lists the route plans configured on this site.
Aroute plan associates a dial pattern with a route (a route identifies one or more end points). A route plan
;references determines how a call processor directs a call to an end point.
ain

« Click Add Route Plan to create a route plan

+ Selecta route plan and click Activate Selected or Deactivate Selected to enable or disable the route,
plan

~ Click a name in the Name column to modify that route plan.

« Click a route plan component ta view or madify the selected pattern, route, or source-based routing
input parameters (requestor, phone profile, ime bands) associated with the route plan.

Route Plans
Found 4 Route Plan{s)
Add Route Plan [ Activate Selected ” Deactivate Selected H Delete Selected

Fller:\Name V\ | ‘

Indirect ~ Phone

" Week Day Day/Time Calendar 5
Name & Active Pattern Route Profil Holiday Band Band Band Action
802
Aspect Yes Aspect Aspect Delete
ipms Yes |5* inms: Delete
Outbound@  |Yes |9* Connect. 100 Delete
Gateway
Outbound S |yeg  |g1= SIPerator B2BUA Delete ||
Trunk
Drow  Damal1 v lnf4  Mawt v
Done & Internet da v Hi0% -
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Add / Edit Route Plan - Windows Internet Explorer

6\‘:_;1' ‘g‘_‘ 158.101.74.100 /0

i Favorites ‘ (€ add [ Edit Route Plan ‘ ‘

SUUITI Directory Menu > Route Plans > Route Plans
[ eaarncd | Patterns | | Routes | | End Points | | Trusted End Points
Users 3
Directory 13
Search Use this page to configure a route plan.
;referen:es You must specify a name, pattern, and route for the route plan
3in

Enabling the Source Based checkbox allows you to select source-based routing input parameters. These
parameters determine which route the VCX call processor uses for destination numbers identified by the

gelected pattern

Edit Route Plan

Route Plan Information
* Name Outbound SIP Trunk
Pattern Dl

Active
Source Based [
Requestor | Profile / Holiday

Indirect Requestor
Fhone Profile

Holiday

Day / Time Band
Week Day Band
Day Time Band

Calendar Band

Calendar Band

Fields marked with an asterisk * are required

v

Under Pattern field select the pattern “81*”

a
b
Cc
d

10. Click save which will return back to the Routes screen where the route “Aspect”
should now be displayed

{= Route Plans Lis dows Internet Explorer

Under Route field select the route “SIParator B2BUA” just created
Under Active select the button to enable with a check mark.

6;;1' |g, nttp://158.101.74.100 /v

i Favorites | & Route Plans List | |

=0 VCX™ Connect
. Data Server: VCXCONNECT@158.101.74.100
3COI'T] Directory Menu > Route Plans > Route Plans
Patterns | | Routes | | End Points | | Trusted End Points

QOut Dial Patterns

Users >

Directory »

Search This page lists the route plans configured on this site.

Preii Aroute plan associates a dial pattern with a route (a route identifies one or more end points). A route plan
references determines how a call processor directs a call to an end point.

Main

+ Click Add Route Plan to create a route plan.

« Select a route plan and click Activate Selected or Deactivate Selected to enable or disable the route
plan.

+ Click a name in the Name column to modify that route plan

» Click a route plan component to view or modify the selected pattern, route, or source-based routing input

parameters (requestor, phone profile, time bands) associated with the route plan.

Route Plans

In the Name field, enter a name for the routes i.e. Outbound SIP Trunk

Found 4 Route Plan{s)

[ Add Route Plan ] [ Activate Selected ” Deactivate Selected ] [ Delete Selected

Neme v | |

Filter =
SR T
[ Aspect Aspect Delete
[ |ipms: ipms Delete
[ Qutboundd  |Yes o Connect 100 Delete
[} ﬂ;‘:“w Yes (g1t SlPerator B2BUA Delete
Prev Page of 1 MNext
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6 Troubleshooting

6.1 Ingate —3Com VCX Connect Calling

The incoming call starts at the Service Provider, they will deliver a DID, contained in the
Request URI header of a SIP INVITE. Typically the ITSP will send an INVITE to the
SIP URI address of “DID@IP_Address_of_Ingate”. The Ingate then processes this
through the Dial Plan and forwards the INVITE to the SIP URI address
“DID@IP_3Com”.

The outgoing call starts at the 3Com, they will deliver a PSTN Number, contained in the
Request URI header of a SIP INVITE. Typically the ITSP will send an INVITE to the
SIP URI address of “PSTN#@LAN_IP_Address_of_Ingate”. The Ingate then
processes this through the Dial Plan and forwards the INVITE to the SIP URI address
“PSTN#@IP_ITSP”.

ITSP Enterprise
Smseie: Ty ingatetP: Ty ingate IP: T, /7 3Com IP:
' 12345678 o -12312312320: . 10 10. 101 ! - 10101011 .
o~ 1 inGate
ITSP '— | nternet %' - 1
> e
ITSP to Ingate BCO m
INVITE: >
6135552000@123.123.123.20 Ingate to 3Com VCX
INVITE:
6135552000@10.10.10.11
Ingate to ITSP
INVITE:
4165554444@12.34.56.78 -
3Com VCX to Ingate
INVITE:

4165554444@10.10.10.1
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6.2 Startup Tool

6.2.1 Status Bar

Located on every page of the Startup Tool is the Status Bar. This is a display and
recording of all of the activity of the Startup Tool, displaying Ingate unit information,
software versions, Startup Tool events, errors and connection information. Please refer
to the Status Bar to acquire the current status and activity of the Startup Tool.

Status

Ingate Startup Tool Yersion 2.4.0

Startup tool version available on the Ingate web: 2.4.0

‘fou are running the latest version of the Startup tool,

More information is available here: http: v, ingate. comystartuptaal. php

6.2.2 Configure Unit for the First Time

Right “Out of the Box”, sometimes connecting and assigning an IP Address and
Password to the Ingate Unit can be a challenge. Typically, the Startup Tool cannot
program the Ingate Unit. The Status Bar will display “The program failed to assign
an IP address to eth0”.

Status

Ingate Startup Tool Yersion 2.4.0

Startup kool version available on the Ingate web: 2.4.0

‘fou are running the latest version of the Startup tool,

More information is available here: hktp: j v, ingate, com/startuptool, php
The program Failed ko assign an IP address to ethi

Possible Problems and Resolutions

Possible Problems Possible Resolution
Ingate Unit is not Turned On. Turn On or Connect Power
(Trust me, I've been there)
Ethernet cable is not connected to EthO must always be used with the
Eth0. Startup Tool.
Incorrect MAC Address Check the MAC address on the Unit
itself. MAC Address of Eth0.
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Possible Problems

Possible Resolution

An IP Address and/or Password have
already been assigned to the Ingate
Unit

It is possible that an IP Address or
Password have been already been
assigned to the unit via the Startup
Tool or Console

Ingate Unit on a different Subnet or
Network

The Startup Tool uses an application
called “Magic PING” to assign the IP

Address to the Unit. It is heavily
reliant on ARP, if the PC with the
Startup Tool is located across
Routers, Gateways and VPN Tunnels,
it is possible that MAC addresses
cannot be found. It is the intension
of the Startup Tool when configuring
the unit for the first time to keep the
network simple. See Section 3.
Use the Console Port, please refer to
the Reference Guide, section
“Installation with a serial cable”, and
step through the “Basic
Configuration”. Then you can use the
Startup Tool, this time select “Change
or Update the Configuration”
2) Factory Default the Database, then try
again.

Despite your best efforts... 1)

6.2.3 Change or Update Configuration

If the Ingate already has an IP Address and Password assigned to it, then you should be
able use a Web Browser to reach the Ingate Web GUI. If you are able to use your Web
Browser to access the Ingate Unit, then the Startup should be able to contact the Ingate
unit as well. The Startup Tool will respond with “Failed to contact the unit, check
settings and cabling” when it is unable to access the Ingate unit.

Status

Ingate Startup Tool Yersion 2.4.0

Startup tool version available on the Ingate web: 2.4.0

‘fou are running the latest version of the Startup tool,

More information is available here: http: ffvww.ingate. comystartuptoal.php
Failed to contact the unit, check settings and cabling

3Com VCX Connect Solution — SIP Trunking pg. 44



Possible Problems and Resolutions

Possible Problems

Possible Resolution

Ingate Unit is not Turned On.

Turn On or Connect Power

Incorrect IP Address

Check the IP Address using a Web
Browser.

Incorrect Password

Check the Password.

Despite your best efforts. ..

1)

2)

Since this process uses the Web (http)
to access the Ingate Unit, it should
seem that any web browser should
also have access to the Ingate Unit. If
the Web Browser works, then the
Startup Tool should work.

If the Browser also does not have
access, it might be possible the PC’s
IP Address does not have connection
privileges in “Access Control” within
the Ingate. Try from a PC that have
access to the Ingate Unit, or add the
PC’s IP Address into “Access
Control”.

6.2.4 Network Topology

There are several possible error possibilities here, mainly with the definition of the
network. Things like IP Addresses, Gateways, NetMasks and so on.

Status

Ingate Startup Tool Version 2.4.0, connected to: Ingate SIParator 19, IG-092-702-2122-0

Enhanced Security
10 5IP Traversal Licenses
10 SIP User Registration Licenses

Software Yersion: 4.6.2

Error: Primary DNS nok setup,

Error: Default gateway is not reachable,
Error: Settings for ethl is not correct,

Possible Problems and Resolutions

Possible Problems

Possible Resolution

Error: Default gateway is not
reachable.

The Default Gateway is always the way
to the Internet, in the Standalone or
Firewall it will be the Public Default
Gateway, on the others it will be a
Gateway address on the local network.

Error: Settings for eth0/1 is not
correct.

IP Address of Netmask is in an Invalid
format.

Error: Please provide a correct
netmask for eth0/1

Netmask is in an Invalid format.

Error: Primary DNS not setup.

Enter a DNS Server IP address
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6.2.5 IP-PBX

The errors here are fairly simple to resolve. The IP address of the IP-PBX must be on
the same LAN segment/subnet as the EthO IP Address/Mask.

Status

Ingate Startup Tool Yersion 2.4.0, connected to: Ingate SIParator 19, IG-092-702-2122-0

10 SIP Traversal Licenses
10 SIP User Reqistration Licenses

Software Version: 4.6.2

Error: The IP PEX IP does not seem to be on the LAN,
Error: You must enter a SIF domnain,

Error: The IP PEX IP does not seem to be on the LAN,
Error: The IP PBX IF does not seem to be on the LAN,

Possible Problems and Resolutions

Possible Problems

Possible Resolution

Error: The IP PBX IP does not
seem to be on the LAN.

The IP Address of the IP-PBX must be
on the same subnet as the inside
interface of the Ingate EthO0.

Error: You must enter a SIP
domain.

Enter a Domain, or de-select “Use
Domain”

Error: As you intend to use RSC
you must enter a SIP domain.
Alternatively you may configure a
static IP address on eth1 under
Network Topology

Enter 2 Domain or 1P Address used for
Remote SIP Connectivity. Note: must
be 2 Domain when used with SIP
Trunking module.

6.2.6 ITSP

The errors here are fairly simple to resolve. The IP address, Domain, and DID of the

ITSP must be entered.

Status

Ingate Startup Tool Version 2.4.0, connected to: Ingate SIParator 19, IG-092-702-2122-0

Enhanced Security
10 5IP Traversal Licenses
10 3IP User Registration Licenses

Software Yersion: 4.6.2

Error: Please enter a domain name for your provider,
Error: Please enter number, name and domain.
Error: Please enter number, name and domain,

Possible Problems and Resolutions

Possible Problems

Possible Resolution

Error: Please enter a domain name
for your provider

Enter a Domain, or de-select “Use
Domain”

Error: Please enter number, name
and domain.

Enter a DID and Domain, or de-select
“Use Account”
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6.2.7 Apply Configuration

At this point the Startup Tool has pushed a database to the Ingate Unit, you have
Pressed “Apply Configuration” in Step 3) of Section 4.7 Upload Configuration, but the
“Save Configuration” is never presented. Instead after a period of time the following
webpage is presented. This page is an indication that there was a change in the database
significant enough that the PC could no longer web to the Ingate unit.

You must confirm the above before you can contitme.

Possible Problems and Resolutions

N Basic Rulesand | SIP J SIP |, . Virtual Private | Quality of § Logging

The time limited testing was automatically aborted because the configured time limit expired.

Possible Problems

Possible Resolution

EthO Interface IP Address has
changed

Increase the duration of the test mode,
press “Apply Configuration” and start a
new browser to the new IP address, then
press “Save Configuration”

Access Control does not allow
administration from the IP address
of the PC.

Verity the IP address of the PC with the
Startup Tool. Go to “Basic
Configuration”, then “Access Control”.
Under “Configuration Computers”,
ensure the IP Address or Network
address of the PC is allowed to HTTP to
the Ingate unit.
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6.3 DNS Benefits and Issues

As this solution is reliant on the resolution of a FQDN for the SIP Domain, the SIP
Phones, the Ingate, and the 3Com VCX Connect all need to be able to resolve the
FQDN.

DNS Standard Lookup

Ensure that SIP Phones, PCs and servers all have a DNS Server to which they can query
a host name. There are some enterprises that have an internal DNS Server to manage
internal host names.

PING tests using a domain is a good test to see if a network can resolve FQDN:ss.

DYN DNS

Dynamic DNS is a tool that can be use to provide smaller enterprises the ability to use a
FQDN in a Dynamic Public IP environment. Visit dyndns.org to get your free Domain
name with Dynamic updating of the Enterprise IP address.

DNS SRV Records

DNS Service Records offer the ability to do Load Balancing and Residency to any SIP
Phone deployment. It offers the ability to use one FQDN and break the FQDN into
multiple services, one for Web and another for SIP communications.
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6.4 Ingate Troubleshooting Tools

6.4.1 Display Logs

o Basic siP
Administrafion

(ISR Pocket Check  logging  log  Log
(VBN Capture Network Configuration Classes Sending

SIp Virtual Private | Quality of | Logging
Traffic Networks | Service Jand Tools

Search the Log (Help)

Display log 2000

[] Periodicas,_“=rch |180

rows/page (timeout

seconds until next search

Press “Display Log”
Packet selection o, 1O SE€ internal logs
sections below will be selected ™ rms.
packets as selected choice.

Packet Type Selection
All packets A

IP Address Selection (Help)
A [] not this address

B: [] not this address

OAsrce QAdst @Aany . L
OAtoB OB to A OBetween AgB L 1ot this combination

Protocol/Port Selection

i€ three
oy nave ettect on the IP

® AIlIP protocols

O TCP
© UDP

QICMP

O EsP

(O Protocol mumber:(Help) [ not

SIP Packet Selection (Help)
Call-TD- Show internal SIP signaling
SIP Methods:
IP addresses:

From Header

Filter on SIP
specific fields

To Header:

Export the Log (Help)
Export log | TAB-separated file | |20 MB max

Support Report (Help)
Include configuration database
O Yes ® No
Make sure the Log class for SIP

debug messages is set to Local f
vou have a SIP-related problem.

Export support report

Time Limits
Show log from: (clear’
date (YYYY- time
MM-DD) (HH:MM:SS)

Show log until: (clear
date (YYYY- time
MM-DD) (HH:MM:SS)

Show newest at top

Show This .
Select: All None, SIP.

IP packets as selected

[] Configuration server logins

[ Administration and configuration

Manual reconfigurations and
reboots

[ Time changes

[] DHCP/PPPoE client

[] RADIUS errors

[ SNMP problems

[] Hardware etrors

[1 Mail errors

[[] Negotiated IPsec tunnels
[ IPsec key negotiations

IPsec kev negotiation debug
messages

[] IPsec user authentication
[] PPTP negotiations

SIP errors

SIP signaling

SIP packets

SIP license messages
SIP media messages

SIP debug messages

Clear form
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6.4.2 Packet Capture

Basic SI \hnuul Private {]uulﬁyo Logging
Disploy MG Check  Logging
log RLETNITEN Network Configuration (Iussas Seml' ing

Capture status: Inactive
Captured data size: 7 kB
Captured when: ~ 2009-04-28 12:52:21

Ingate SIParator has a built-in packet capture function which produces pcap trace files.
You can select to capture traffic on one specific interface or on all interfaces.

For contacts with the Ingate Support Team, a packet capture is not what is usunally
expected (sometimes it is even not useful). For these purposes, please always send
a Support Report .

Network Interface Selection
All interfaces v

\ Select “All Interfaces” to
You can also select the type of IP pa i

cook multiple captures
port. from multiple interfaces /

into one PCAP
IP Address Selection (Help)
A: l:l [ not this address

B: l:l [ not this address

QOAsre OAdst @A any . .
OAtoB OB to AOBetween Agp 10t this combination

Protocol/Port Selection

® AUTP protocols
O TCP
O UDP \ Filter on Port,
Transport and
OICMP other criteria /:
O ESP "
Download PCAP File
(O Protocol number::‘Z—Ielg‘l:I [ not N
/ /

| Download captured data |
[ Delete captured data ]

Start Capture,
reproduce the
problem, then
Stop Capture
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6.4.3 Check Network

Bosic Virtual Private Uuulwty of | Logging
Display Packet BGTS Logging
log  Capture LT Configuration (Iums Selnf ing
Check Network (Help)

Target host: [123.123.123.40

I Ping host ] [ Trace network path

PING and Trace Route

~ N
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